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1.0 Introduction

This document will guide you on how to use Netrust Digital Signer. This document consists of 2 parts:

1.1  Introduction to Netrust Digital Signer Key Features
The Netrust Digital Signer key features explain the graphical user interface and the functionality of each individual

component.

1.2 Step By Step User Manual Guide

The Step by Step User Manual Guide provides information/steps to allow you to fully understand how to use Netrust

Digital Signer

2.0 Installation

Please refer to the Installation Guide found in the Netrust Digital Signer Installation CD or you can download from

http://www.netrust.net/corenet/installation.pdf

2.1 IPs and Ports Required

Please ensure the following IPs and Ports are not block by a firewall when using Netrust Digital Signer with internet

connection.

V3 Certificate 203.116.162.133:709 203.116.162.163:389

V7 Certificate 67.205.119.196:80 203.116.162.138:829 | 203.116.162.138:709 | 203.116.162.168:389

3.0 Notations

[Button Name] : Name of Button
{Area Name} Name of Area
<Form Name> : Name of Form
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4.0 Introduction to Netrust Digital Signer key features

OO

4.1

AN Netrust Digital Signer ver 1.0

Folders

My Documents
1 ) My Computer

= & — esktop
=)

Netrust Digital Signer Lay-out

Bl
Name Size| Type

1= 1.ipg 29KB JPEG Imags

|5 2.ipg 29KB JPEG Imags

gital Signer 1KB Shortcut

alSigner_1.1.zip 2,088 KB WinZip File

sclaimer.htm 7KB HTML Docyn
DAform 2KB Shortcut

I Electronic Submission for... 2KB Shortcut

ES ESPro2.2.0_Setup.exe 16.415KB  Application

© IFV441G.exe 3.380 KB Application

|42 Intemnet Explorer System Foldg

s> Java Web Start Z KB Shortcut

617 Lotus Notes 6.5 ZKB Shortcut

|&i) marian.ipg 36 KB JPEG Imagéd

Microsoft Dutlook

B Netrust Digital Signer ver

2KB

AL RS @2 % 2
= N | Sy -V —58 — 3 !
Refresh Sigin Extract Erify VIEV/ Remove Clear Al Preferences Help About Exit
Wik Area Signed/E stracted File Details Area
Filz Path File Size File Mam= Fil= Path Signing Time | Size

File Name

/

Signe[s] Information

System Folde
Shortcut

()

()

B NSP 1.4 1KB Shortcut
55 Outlook Express 1KB Shortcut
%] SafeMet Token Manager . 1KB Shortcut
Teer Tamaton
i Token Info Token present
iew
i Logged In User © NA
Details
Certificate Expip: NA

<

1 | {Folders Area}

This area allows you to navigate through different folder of the

computer system.

2 | {Files Area}

This area lists all the files in the selected folder.

3 | {Action Bar Area}

This area displays all the action buttons to perform all the required

action. Action buttons functions will be describe in Section 3.4

4 | {Work Area}

This area lists all the selected files ready to be executed by the required

action. (e.g. Signing, Verify)

{Signed/Extracted
File Details Area}

This area displays the information of the files that have been

signed/extracted in the Work Area.

6 | {Signer(s) Infomation Area}

This area displays the signer’s information, date and time of the

digitally signed file(s)

7 | {User Infomation Area}

This area displays the signer’s token information.
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4.2

Netrust Digital Signer Action Bar

2]

4 d
=

]

View
Token

x|l 2l x| 2] i

Refresh

Sign Extract

Verify

Remove Clear &ll | |Preferences Help About Exit Details

EEOEO®

[Refresh]

This button allows you to refresh the view of the Folders and Files Area.

[Sign]

This button allows you to digitally sign all the file(s) listed in the { Work Area}
An error will occur when

1. Nofilesis in {Work Area}

[Extract]

This button allows you to extract the signed file(s) listed in the {Work Area}.
An error will occur when:

1. Nofiles is listed in { Work Area}

2. A non-ENT file is listed in {Work Area}

[Verify]

This button allows you to verify the signature(s) of the selected signed file(s) listed
in the {Work Area}
The button will be disabled when:
1. No file from {Work Area} is selected
2. A non-ENT file is selected
An error will occur when

1. The ENT file is corrupted

[View]

This button allows you to view the file(s) listed in the {Work Area}.
The button will be disabled when:

1. No file from {Work Area} is selected
An error will occur when

1. The ENT file is corrupted

[Remove]

This button allows you to delete the selected file(s) listed in the { Work Area}

[Clear All]

This button removes all file(s) and contents listed in the {Work Area},

{Signed/Extracted File Details Area} and {Signer(s) Information Area}

[Preference]

This button allows you to set your Netrust Digital Signer Preferences.

<Digital Signer Preference> form will be describe in Section 3.3.2

[Help]

This button allows you to view the help required.

<Help> form will be describe in Section 3.3.4

10

[About]

This button allows you to view Netrust Digital Signer information.

<About> form will be describe in Section 3.3.5

11

[Exit]

This button will close the application.

12

[View Token Details]

This button allows you to read your token information.
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4.3 <Preferences> Form

¥ Digital Signer Preferences

Login Preferences

Signing / Extraction Options

Signed/Bdracted Files Location

Change Password ] 4@

{f'ou will have to re-enter your original password )

() Select a folder before every "Sign" or "Exract operation ( : )

{3 In an "ent" folder at the same location as the orginal file

{(#) Put the Signed/Bxracted Files in the following folder.

B
@7[ ok ||| cancel | @

1 [Change Password]

This button allows you to change your token password.

<Password> form will be describe in Section 3.3.3

2 | {Signing/Extraction Options }

This option provides 3 ways of storing the output files.
Storage Option:

1. A file dialog will be prompted for user to select storage
location every time [Sign] or [Extract] is pressed in
<Main> form

2. The file will store in the same folder as the original file.

3. User to specify the default location he wants to store the

files

This button allows you to select your preferred folder to store the

3 |[...] output files if you have chosen the option ‘Put the Signed/Extracted
Files in the following folder.’
This button will save the preferences specific in the Signing/Extraction
Options.
4 | [OK]
An error occur when:
1. The textbox is blank
5 | [Cancel] This button will close the <Preference> form
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4.4 <Password> Form

! Change Password @

Original Password

Mew Passwaord

Corfim Password

@_

[ Cancel

]

—)

9010

1 | Original Password

This textbox allows you to enter the original password of your token.

2 | New Password

This textbox allows you to enter your preferred password for your token.

3 Confirm Password

This textbox allows you to re-enter your preferred password for your token.

4 | [OK]

1.

An error occur when:

This button will save the new password for your token.

The original password differ from the one in the token

2. The desired password and the confirmation password differs

5 | [Cancel]

This button will close the <Password> form.




Netrust Digital Signer Version: 1.0

User Guide Issue Date: 21 October 2008

4.5 <Help> Form

¥ Digital Signer Help

: Email: corenstsupport@netrust.net , HelpDesk : +85 2121385/ 383
Help Links

User Manual : http:/fewewr. netrust. net/corenet/NDS  userManual. pdf

TroubleShooting Manual - hitp/Awww. netrust net/corenet/NDS  troubleshoot. pdf

FAQ - hitp:/fwww.netrust net/corenet/FAQ html
Software Updates : http:/fwvew_netrust.net/corenet/updates _html
= 0O
1 | {Digital Signer Help} | : | This form displays all the helpful links required.
2 | [Exit] : | This button will close the <Help> form.

4.6 <About> Form

About Netrust Digital Signer .

Froduct Mame: Metruzt Digital Signer
Wersion 1.0

Copyright(z] 2008, Metrust Pte Lid
Company Mame: Metrust Pte Ltd.

YOU CAN BE SURE ak.
1 | {About Netrust Digital Signer} | : | This form displays the Netrust Digital Signer information.
2 | [OK] : | This button will close the <About> form

10
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5.0 Step by Step User Manual Guide
5.1 Sign File(s)

! Hetrust Digital Signer ver 1.0 [
Folders . : : -
® [5) Mas eSSLog B/ R [ 3 = > i % 1 | N
[ Misc |
e uj My Folderl Refresh Sign "\ Extract e Remove Clear & Preferences Help About Exit
“3 NDS Wwiork firea Signed/E stracted File Details Area
[y Netrust Enhancement B e e = T T =
=) Nova | File Mame File Path Fill || File Mame File Path Signing Time | Size
) old files jalan lakum-H... C\Documents gshoindyliew,..  35¢
) Olive Tree MetrustCardt. C:\Documents and Settingshcindyliew. .. 23
- < Mote.doc C:\Documents and Settingshcindyliew... 26
) DpenDificePortable | Ll
Q Pics | SE |
2] O PUBWTR = Extract Original File
# () Resumes
# ) Safenet Borderless Security|
D Signed Files |2
= “j Songs [} Remove Selected Ttemis)
=[5 Test
= V3 | Clear work Area and Signed/Extracted File Details Area
0 ¥3 and v7 —il
85 N
s — — &1 | [J
Filas = : L — |
1~ Signer(s] Information
Name
@ MetiustCardkToken.jpg
@ Note.doc
User Information
Vi Token Info : Token present
T::::n Logged In User @ MA
Details
3 ‘ i ')]l Certificate Expin : MA
Step 1 : | Select target folder from {Folders Area}
Step 2 : | Select target file(s) from {Files Area}
(Optional) | : | Repeat Step 1-2 for files in different folders
Step 3 : | Insert Token into the USB port
Click on the [Sign] button located on the { Action Bar Area} OR alternatively you may right-click
Step 4
on the {Work Area} and select the Sign function

Token Login

Enter PIN

[r— <] @

Enter your Token Password

Step 5
P Note: The Password is Case-Sensitive and valid for only 10 consecutive tries

Step 6 | : | Click on the [OK] button

11
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52

Extract Signed File(s)

EY Netrust Digital Signer ver 1.0

Folders
# [2) Mas e55Log ||
|2 Mise
# ) My Folderl
) NDS
=) Netrust Enhancement
) Nova
| [ old files
i# [ 2) Olive Tree
# |23 OpenOfficePortable
) Pics
) PUBWTR
=) Resumes
=) Safenet Borderless Security|

=

-~
L

Files
Hame

@ MetrustCard&T oken.jpg.ent
r_ﬂ Note.doc.ent

F 4 i -
A\ B\ @\ x|/
Refresh Sign Extract Merify Wiewny Remaove Clear Al Preferences Help About Exit
Work Area 3 Signed/E stracted File Details Area
File Mame File Path File Size| | File Mame File Path Sig
MNetrustCardtToken.jpg.ent C:A\Documents and Seftingshcindview... 25KB | |
Note.doc ent C:\Documents and Settingshcindyliew . 28 KB

Sign

Extract Criginal File

Femove Selected Item(s)

Clear Woark Area and Signed Extracted File Details Area

-]

Signers] Infarmation

User Information

Token Info
Logged In Uger : Ma

: Token present

View
Token
| | Details

2 B Cetficate Expity: N
Step 1 Select target folder from {Folders Area}
Step 2 Select target ENT file(s) from {Files Area}
(Optional) Repeat Step 1-2 for files in different folders
Click on the [Extract] button located on the { Action Bar Area} OR alternatively you may right-
Step 3 click on the {Work Area} and select the Extract Original File function

12
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Verify Signed File

! Metrust Digital Signer ver 1.0

Folders

1) Misc
® ) My Folderl
® [ MDS
# (%) Netrust Enhancement
# [Z) Nova
# [5) old files
® ) Dlive Tree
# [y OpenOfficePortable
# |5 Pics
® I3 PUBWTR
# [Z) Resumes
® ) Safenet Borderless Security
® =) Signed Files
+ [ Songs
= D Test

= ]

= Ent
) ¥3 and v7

= w7
<

Files
Mame

NetiustCard®T oken.jpg.ent
Mote.doc.ent

# [) Mas e55Log (]

Signer(z] Infarmation

Uszer Information

N Token Infa : Token present
View
Token Logged InUser : MA
Details

Certificate Expirg : M

BNl AN AT E AN AT R =
Refresh Sign Exdract Werify V\\@W }ﬁm{ve Clear Al Preferences Help Ahout Exit
Wwiork Area Signed/E stracted File Detailz Area
File M ame File Path ile S;ze File: Name File: Paliﬁ Sig
MetrugtCarddT oken.jpg.ent C:h\Documents and Settingshcindyliew... 25 KB
Mo 2 i inrluli B KR
Sign
Extract Criginal File 3
‘ Yerify Signature
Wiew File
Femove Selected [tem(s)
Clear Work Area and SignedfExtracted File Details Are.
(=] T Bja

Step 1 Select target folder from {Folders Area}
Step 2 Select target ENT file(s) from {Files Area}
Step 3 Select a file to be verified from the {Work Area}
Click on the [Verify] button located on the {Action Bar Area} OR alternatively you may right-click
Step 4 on the selected file and select the Verify Signature function

13
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5.4

View Signed File

IE Hetrust Digital Signer ver 1.0
Folders
5 Hessclog @ Z W e =k = =2 ()
1) Mi: =—
¥ g M::nldeﬂ Refresh Sign Extract Wigwy move/"“ear Al Preferences Help About Exit
4 -—al :Dls SR ; \_vvrnrk Area Wignet_:lJExtract_ed FiIe_Deta_i!s érg\_a
: g sz[:s naancemar File Mame Fil= Path Fil Fil= Mame File Path Sig
+' .:I old files WetrustCardtToken jpg C:\Documents and Settingshcindyliew . 23 KB
o 3 Olive Tree Nnte dne: CADncuments and S ettinassnindulismw 2B KB
+ [) OpenDfficePortable Sian
# |5 Pics Extract riginal F
+ [ PUBWTR
4 |Z) Resumes
% =) Safenet Border) 5 it Wiew File ‘
# [ Signed Files Remaove Selected Tremis) \(
® |3 Songs - .
= & Test Clear Wark Area and Signed Extracted File Details Area :4)
=2 *3
I Ent
=) ¥3 and v7
= w7
< I i
= - 4 EaIINIES
Files =
Signer(z] Infarmation
Name
E-LJ MetrustCardkToken.jpg
@Nule.dnc
User Information
Taken Info Token present
Logged In User @ N&
< Cerlificate Expiny : MA&
Step 1 Select target folder from {Folders Area}
Step 2 Select target ENT file(s) from {Files Area}
Step 3 Select a file to be viewed from the { Work Area}
Click on the [View] button located on the { Action Bar Area} OR alternatively you may right-click on
Step 4
the selected file and select the View File function

14
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5.5  Change Token Password

Folders

{#]SafoNot Token Manager

Tokenlnlo : Tokenpresent
LoggedInUser : NA

Cotficate Evpiy: NA

< >

Step1 | : | Click on the [Preferences] button located on the { Action Bar Area}

1} Digital Signer Preferences E]

Login Preferences

Change Password @

{You will have to reerter your onginal password )

Signing /' Bxtraction Options

Signed/Bdracted Files Location
() Select a folder before every "Sign” or "Extract operation
(O In an "ent" folder at the same location as the original file

(%) Put the Signed/Exracted Files in the following folder.

| i)

Step2 | : | Click on the [Change Password] button

Original Passward ||

3

-«

New Password | l‘_
k_

Confim Password |

(6 F—+ 0 (e

Step3 | : | Enter your current Token Password

Step4 | : | Enter your New Password

Step5 | : | Re-enter your New Password

Step 6 | : | Click on the [OK] button

15




Netrust Digital Signer Version: 1.0

User Guide Issue Date: 21* October 2008

5.6  Preferences Setting for Signing/Extraction Option

Step 1

L} Digital Signer Preferences

Login Preferences

Change Password

(You will have to re-enter your original password.)

Signing / Extraction Options

Signed/BExdracted Files Location
() Select a folder before every "Sign” or “Exract” operation

(&) In an "ent" folder at the same location as the original file

© Put the Signed /Extracted Flles in the following folder
2 | |
(D—»

Choose your preferred option for storing your output files after signing/extracting
Step2 | : | Note: If the third option is selected, a Dialog box will appear automatically for you to select the

preferred folder to store your output files after signing/extracting (Refer to Optional)

Step 3 : Click on the [OK] button

BX Digital Sig ;oo or 1ot B%
Login Prefere
Char
[You wil | Desktop ]
[ My Documents Bl
Signing /Ext | ® ¢ My Computer l
—— © \3 ::ct:tew;rnk Places
O # |5 A1754-00009-2004-BPO1
(@) 1) AgencylETDataConversionPlanTemplateandTe
® L) BCa
# |Z5) BCA Enguiry IV
Kt Sl RO
(Optional) . . .. .
Choose your preferred folder for storing your output files after signing/extracting
Step 1
Step 2 : | Click on the [OK] button

16



