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1 DIGITAL SIGNER APPLICATION

The Digital Signer Application is a tool to facilitate interactive digital signing of files and
verification of signature on digitally signed files. This application was developed using the APIs
provided by M/s Netrust Pte Ltd. It contains enhanced features such as drag and drop files within
the application for signing/verification, allowing multiple signatures on a file and viewing the digital
signature information.

1.1 Introduction
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Figure 1.1-1 Digital Signer

The screen of the Digital Signer Application is divided into four main panels, namely:
File Explorer Area
This is the area where you could locate the files you want to sign/ verified digitally.

Work Area

This is the area where your selected files are displayed. Only files that appear in the Work
Area can be signed and verified digitally. All the files that have been selected by you and
appear in Work Area will be signed when you activate the Sign function.

Ent/_Ent Document Area
This panel displays the files that have been digitally signed/ verified in the Work Area. You
cannot select the files in this panel.

Information Area

This panel displays the signers’ information of a digitally signed file that has been verified. It
also displays error messages if errors are encountered during the process of
signing/verification.
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1.2 Select Files For Signing/Verification Digitally

1. Atthe File Explorer Area, double-click on the folder where your files are found. For example,
in the figure below, the folder “Agency Forms” was opened by double-clicking the folder icon
to reveal the list of files in the folder.
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Figure 1.2-1 File Explorer Area

2. To select a file into the Work Area, double-click on the file name, OR,
3. Click on the file, drag and drop the file into the Work Area.
4. If you want to place more than one files from the same folder into the Work Area, multiple

select the files from the File Explorer Area and drag and drop the selected files into the Work
Area.
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Figure 1.2-2 Select Multiple Files At One Time Into Work Area

5. Note: You can also drag files from the Windows Explorer and drop them into the Work Area.
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1.3 Refresh File Explorer Area

1. To refresh the view of the whole File Explorer Area, click on the Refresh Directory Tree
button at the tool bar, OR,
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Figure 1.3-1 Refresh Directory Tree

2. Click on the Edit option at the menu bar and select the Refresh Directory Tree option from
the drop-down list.
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Figure 1.3-2 Refresh Directory Tree

3. If you want to refresh the view only at a particular folder level, click the “-* label next to the
folder to collapse the folder and followed by clicking the “+” label to expand the folder again.
This will refresh the view within the folder only.

Agency Forms
[ FORM HDEB_BCU_EME_BP-C3.xfd
FORM HDE_BCU_EME_BP-C4 xfd
FORM HDEB_BCU_EME_BP-CS:xfd

FORM HDE_BCL_EME_FP-& xfd

FORM HDE_BCU_EME_FP-G.xfd
ALiuUaLs
) Agency Forms
——] Desktop
L ehcippt
{2 Formida
{1 FrontPage “webs
-2 InetPub

B_BCU_EME_BF-C4.xfd
FORM HDE_BCU_EME_BF-C5.xfd
FORM HDE_BCU_EME_FP-2.xfd

FORM HDE_BCU_EME_FP-G.xfd

Figure 1.3-3 Refresh View Within A Folder
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1.4 Remove Selected File from Work Area
1. Toone or more files in the Work Area, select the files and right-click the mouse button.

2. Select the Delete option from the pop-up menu , OR,
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Figure 1.4-1 Remove Files From Work Area

3. Press the [Delete] button of your keyboard.
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1.5 To Clear Work Area/ Document Area/ Information Area

1. To clear the Work Area, Ent/_Ent Document Area and the Information Area at the same
time, click the Clear All button at the tool bar, OR,
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Figure 1.5-1 Clear All Panels

2. Click the Edit option from the menu bar and select the Clear All option from the drop-down
list.

3. If you want to clear the Work Area only, place your cursor on the panel and right-click.
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Figure 1.5-2 Clear Work Area

4. Select the Clear Work Area option from the pop-up menu.

5. If you want to clear the Information Area only, place your cursor on the panel and right-click.

Infomation Area
Error encountered when signing FORM HDB_BCU_EME_BP-C3.xfd: _ﬂ
Mot all the source file exist.

Save Information Area Data |

Copy,

Clear Information Area

Select &l |

Figure 1.5-3 Clear Information Area

6. Select the Clear Information Area option from the pop-up menu.
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1.6 To Sign Files Digitally

1. Select the files to be signed into the Work Area. (Refer to Section 1.2 for how to drop files
into the Work Area).

2. Click the Sign button at the tool bar, OR,
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Figure 1.6-1 Sign Files Digitally

3. Click on the edit option on the menu bar and select sign option, OR,
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Figure 1.6-2 Sign Files Digitally

4. Place the cursor on the Work Area and right-click. Select the Sign option from the popup
menu.
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Figure 1.6-3 Sign Files Digitally

5. A Log-In screen for logging into the Netrust Server will appear.
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Figure 1.6-4 Log-in To Netrust Server

6. If you are using a Netrust Card, make sure you have a card-reader connected properly to
your machine.

7. Insert your Netrust card into the card-reader and click the radio-button for Netrust Card at
the Login screen.

8. If you are using a Netrust Certificate file, you do not require a card-reader. Click the radio-
button for Netrust Certificate File.

Figure 1.6-5 Sign Files With Netrust Certificate File

9. Click the “... “ browse button to locate your Netrust Certificate file.

Figure 1.6-6 Select Netrust Certificate File
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Enter your Netrust Card password in the Password text-box.
Click the Login button.

Once the files in the Work Area are signed, the signed version of the files will be displayed at
the Ent/_Ent Document Area.

You can find the digitally signed files in a Ent sub-folder within the folder that contains the
selected files. Note that all files in the Work Area will be signed.
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1.7 To View Signers’ Information

1. Select the digitally signed files into the Work Area. (Refer to Section 1.2 for how to drop files
into the Work Area).

2. Select the digitally signed file in the Work Area that you want to view the signers’
information.

Figure 1.7-1 View Signature

3. Right-click to select View Signature option from the popup menu.
4. The Log-in screen will appear to let you enter your Netrust Card password.
5. Enter your password in the Password text-box and click the Login button.

6. The signers’ information will be displayed at the Information Area.

Figure 1.7-2 Signers’ Information at Information Area
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1.8 To Extract Original File From A Signed File

1. Select the digitally signed files into the Work Area. (Refer to Section 1.2 for how to drop files
into the Work Area).

2. Select the digitally signed file in the Work Area that you want to extract the original file.

Figure 1.8-1 Extract Original File

3. Right-click to select the option Extract Original File from the popup menu.
4. The Log-in screen will appear to let you enter your Netrust Card password.
5.  Enter your password in the Password text-box and click the Login button.

6. The original file (i.e., before the file was digitally signed) will be extracted and placed at sub-
folder ENT within the folder that contains the digitally signed file.
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1.9 To View Contents Of A Signed File

1. Select the digitally signed files into the Work Area. (Refer to Section 1.2 for how to drop files
into the Work Area).

2. Select the digitally signed file in the Work Area that you want to view.

3. Right-click and select View Document option from the popup menu.

Figure 1.9-1 View Contents of Signed Document

4. Note that you can only view files with recognised associated viewer.
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1.10 To Save Information At Information Area
1. Right-click on the Information Area panel.

2. Select Save Information Area Data option from the popup menu.

Figure 1.10-1 Save Information Area Data

3. The application will prompt you to enter a file name to save the information.

Figure 1.10-2 Save Information To A File

4. Enter a file name at the File Name text-box on the Save As window.

5. Click the Save button.
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